Mpunoxenne No2. Madopmanmonnag MamsaTka aas obyqamuxes AT pasMemenus ya
OPHIHATL HBIX Hxnepner-pecypcax

HaxXoIMTECH B ceTn :

Komnviomepnsie sUpycor

Metons sammre; or BPE/IOHOCHBIX Iporpamwm:

1. Hcnonsayii COBPEMEHHbIE ONepalHOHHEe CHCTeMBI, HMEIOmue CePBE3HBIA ypoBens
3aIHTHI OT BPENOHOCHBIX nporpamm;

2. Tlocrosmuo YCTaHaB/IuBay nayry (undporsie 3anIaTkH, KOTOphle ABTOMaTHYECKH

4. Hcnonsayii AHTHBHDYCHBIE POrpaMMHbIe [IPOAYKTEI H3BECTHBIX TIPOH3BO/HTE e, ¢
ABTOMATHYICCKHM OGHOBITCHHeNM bas;

3. Orpannys pusuyecku AOCTYN K KOMIILIOTEpY ju1s NOCTOPOHHMX JHLy;

6. Hcronssyi BHENIHHE HOCHTETH uHpOpPMaLmK, Takue kax nemka, muek wim Gaiin 3
HHTEPHEeTa, TONLKO 13 npodepennnx HCTOYHHKOB;

TCXHOJIOrHeH, Do abbpesuarypa «Wi-Fi». Takoe HasBanne GLLIO 1aHO ¢ Hamekoym Ha cTanaapr
BBICHIHI 3BYKOBOM Texmuky Hi-Fi, yro p TIEPEBOZIC 03HaYaeT «BhICOKayg TOYHOCTEY,



HOMepa;
2. Hcenommayii u 00HOBnNsI aHTHBHPYCHBIC TPOrpaMMBl | Opanmmayep. Tem campig THI
obesonacums ce6x ot 3aKa4yKH BHpYyca Ha TBoe YCTpOitcTRO;
3. Tlpn ucnons3oBanuy Wi-Fi orkmoun byukmaro  «O6mmii A0CTYN K Qaiinam u

Habope Be6-anpeca BRoH HMEHHO «https://»;

6. B mobumsHOM Tenedore  oTkmoun byuxmo «Ilonkmovenue g Wi-Fi

aBTOMaTHYeckny. He Aonyckai aBToMaruyeckoro NOIKITIOYCHHS yeTpocTsa K ceTaM
Wi-Fi 6e2 toero corjacus.

Coyuanvuwte cemu

CEemLMOl Beex kuTenel UIAHEThI. MHOrHe nonesosarenn He DOHHMAIOT, YyTo HEpOpManus,

PasMCIeHHas umy s COMHATBHBIX CETHX, MOXKeT ObITH Haliyiena u HCII0JIB30BaAHA KeMm YIOAiHO, B
TOM YHCIIe He 00s13aTeNBHO ¢ Onarumu HaMepeHusmu,

OcHoBHETe COBETEI 11O 6630HaCHOC’l‘H B COITHANIBHLIX CeTsX:

l. Orpanmus crmcox Apysed. YV r1ebs B APY3bAX HE JOMKHO OhITh CITy9aMHBIX W
HE3HAKOMBIX J1iozeii;

2. Bawmmaii cporo HaCTHYIO XH3Hb. He ykasmsaij TapoiH, Tenedousl, anpeca, Aary
TBOCIO PpOXACHHS H APYTYIO IHYHYI0 HEH}OpMarmio. 3noymenmnensnky MoOryT
HCIIONIB30BaTE nae HHpOpManHio o TOM, KaK Thl M TBOH poguTen: IUlaHApyeTe
[IPOBECTH KAHHKYIIKI;

3. Baummaii coro PEIYTALMIO - 1€pXKH ee B uucTOTe B 3allasai cebe Bonpoc: xoresn Gy
Thl, 9TOBkI Apyrue momb3oparemy BHAICIH, 4TO THI 3arpyxaeimns? Ioxymai, npexe
€M HTO-T0 onybmmKoBaTh, HammcaTs 1 38rpy3uTs;

4. Ecmu Tai TOBOPHILB ¢ MOABMH, KOTOpbIX He 3Haews, He HCIIONB3YH CBOE peansHOe
HMA # Apyryio maqmyio HHDOPMALMH: HMA, mecto KHTCIILCTBA, MECTO y4elpr g

NeKMponHbLe Oenbay

ONeKTpoHHEIe feHpry — 9TO OYeHb ynoGHEIT cnoco TaTexed, ognaxo CymecTyior
MOLICHHUKH, KOTOpPhIe XOTST TIONIYYUTh 3TH AeHBI'H.



B Poccun xe onn dysxmmonnpyior n o HHX yKe npomnwucano s 3aKOHe, rje mx
PA3ACIAIOT HAa HECKOABKO BHIOB — QHOHHMHBIC M HEe AHOHMMHEIe, Pasauua B Tom, yro
AHOHHMHBIE - 3TO Te, B KOTOPEIX paspemaercs nposomuts onepanun Ges unenTHduKarEy
T0/Ib30BaTeII, & B HeAHOHHMHEIX HACHTHOAKAIMHI NoB30BaTE IS ABnAeTcs o6a3aTensHOMN,

OG6kruno VICKTPOHHBIE  MOYTOBK AHK  BBITTISUIHT ClIenylomuM  obpazom:

HM:_TIONb30BaTeIs1@uMs_nomvena, Taxke xpome TI€peNadn  npocToro Tekcra, mmeercs
BO3MOXHOCTS Iepenasars daipi.

2. He yxasemait 8 THYHOH 1oYTe JHYRyIO uHpOpManuro, Hanpusmep, nyume BEIOpars
“MYSBIKaTbHBIR_(anat@y wu «pok2013» Bmecto «Temal 3n;

3. Hcnons3yii ABYX3TaNHYIO aBTOpH3ammio. Do KOTAa noMuMo napons myxso BBouTE
KO/, IpHCBLUIaeMEIH o SMS:

4. Buibepn cnoxmni 11apons. Jlis kakaoro nowrosoro AlHKA NOJDKEH OBITH cRoj
HANICIKHEIH, YCTOMYHBLIY B3JI0MY napois;

5. Ecim ects BO3MOXHOCTb HamucaTs CaMOMY CBOM MuaHELf BOIIpoC, Henonsayif Ty
BO3MOXKHOCTS;




Kubepbyanunz wny supmyaneroe usoesamenscmeo

OcHoBHEIe coBeTs 110 Gopebe ¢ kubepGymuron:
I He 6pocatics s 6o Jyummit cnoco6: TOCOBeTOBaTLCH Kak ceGs BecTn H, ecnu ger
TOro, K KOMY MOXHO o0parutses, T0 Buagane Yerokoutbes. Ecom Thr mawgern,

Ynpasnsii caoei KuGeppenyranueii;

AHOHHMHOCTB B cery MHEHMas. Cymecrpyior CHOCOOBI BBIACHHTD, KTO CTOHT 3a
AHOHMMHBIM aKKayHTOM;

4. He crout Bectu XYTHraHckuit 06pas BHPTYaNbHOM Ku3HK, Unreprer duxcupyer pee
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8. Ecmi CBHACTENL  KubepOymmunra, TBon neitcraus: BRICTYIIHTE  IIpoTHE
Tpecienosarens, nokasars EMY, 4YTO ero pedcreug OUCHMBAIOTCH HeraTtuego

ojepxkars  xepray, KOTOpO# HyxHa HICHXOIOrHyecKas  momoms, coodmuTs
B3pocabvM 0 dakre arpeccusroro NOBE/IEHHS B ceTH,

Moburvnwg meneghon

YA3BAMOCTEH B Hyx NPOHCXOMNT He Tak HHTCHCHBHO, Kak s [1K, 1o e CaMoe kacaercs g
MOGHUIBHBIX IpHIIOSKen i,

CoBpemenupie MOOHIBHEIE Opayseprr yixe NPaKTHYECKH NorHany HACTO/bHbIE aHanory,

OHAKO pacmupenue bynKIHonaa BJIeYeT 3a coBoij Gonburyio cnoxmocTs U MeHbIyio
3alIUINEHHOCTD,

Hanexo me pee TPOH3BOIMTE N BEIMyCKatOT 00HOBlNEHHS, 3aKpEIBalOmue KpHTHYeCcKne
YAIBHMOCTH U149 CBOMX YCTpoiicTs,

I1aTHbIe yenyry;

2. Tymaii, TIpexkae Yem otnpasury SMS, doto umm BHIeo. Trl Toung 3HAels, rae ouy
Oyayr B KOHEYHOM HTOore?

Heobxomumo 06HOBIIsTE onepanMonnyio CHCTEMY TBOero cMapTona;

i




5. He 3arpyxaif npuioKeHus 0T HEH3BECTHONO HCTOYHHKA, Be/Ib OHH MOTYT COAEPXKaTh
BPEIOHOCHOE MpOrpaMMHoe obecneyeHue;

6. Ilocie Toro Kak Thl BeIAZEML ¢ caifTa, Iie BBOJWII JIHYHYIO HH(pOpMaLHio, 3aliau B
HacTpoiiku Opaysepa u yaanu cookies;

7. Ilepronuyecku nposepsi Kakue MIaTHele YCJIYTIH aKTABHPOBAHEl HA TBOEM HOMEpE;

8. Jlasaii cBoif HOMep MOOMIBHOTO TenedoHa TONBKO JIIOAAM, KOTOPHIX Thl 3HAelmb H
KOMY JI0Bepsiellb;

9. Bluetooth nomxen ObiTh BHIKJIIOYEH, KOTJa Thl MM HE mosb3yembes. He 3a0miBaif
MHOrJa [IPOBEPATH 3TO.

Online uzpw

CoBpemeHHble OHJNANH-HIPEI — 5TO Kpaco4Hble, 3aXBATHIBAIOINME pa3BJICYEHHS,
00beMMHAIONME COTHH THICHY YENOBEK MO BceMy MHPY. MIrpoku MccieayloT NaHHBI MM MHD,
o0AIOTCS APYT C APYrOM, BBIMOJHSAIOT 3a/1aHHUS, CPAXKAIOTCS ¢ MOHCTPAMHM M MOAYHAIOT OIBIT.

3a ynOBONKCTBHE OHM IUIATHT: [OKYNAKOT AMCK, OIUIAYMBAIOT abOHEMEHT WM mpuobperaior
KaKHe-TO OILIHH,

Bee ot cpexcrsa MAyT Ha Noj/iepKaHWE M PasBHTHE HIPhl, a TAKKE HA camy
0e30macHOCTh: COBEpPIIEHCTBYIOTCS CHCTEMBI ABTOPH3ALMH, BBITYCKAIOTCH HOBEIE IATHH
(umdpoBbIe 3aMUTaTKK JUTA MPOTPAaMM), 3aKPBHIBAIOTCS YS3BHMOCTH CEPBEPOB.

B noxoGusix HIpax CTOHT OmacarbCs HE CTO/JILKO CBOMX COTIEPHHMKOB, CKOIBKO Kpa)XH
TBOCIO Naposis, Ha KOTOPOM OCHOBAHA CUCTEMA ABTOPH3ALIMH OonbIIHHECTBA Hrp.

OcHOBHEIE COBETBI 0 HE30MACHOCTH TBOEIO UIPOBOrO AKKAYHTA:

1. Ecmu apyroii Hrpok Beziet cefs mIoXo Wik co3aaer Tebe HenpHATHOCTH, 3a610KupyH
€r0 B CIIHCKE HI'POKOB;

Tloxanyiics anMHHHCTPAaTOpaM MIPhl Ha [UIOXO€ TOBEACHHE IJTOrO HMIPOKa,

KENaTeIbHO NPHIOKHTE KAKHE-TO JIOKa3aTebCTBA B BH/E CKPHHOB,

He ykaseisait muunyto napopmaunio B npodaiine urpsl;

Ypaxai IpYrux y4acTHHKOB I10 HIPE;

He ycranasnusait HeopHumanbHble naTyd ¥ MO/,

Hcnons3yit ci0XHBIE H pasHble Naposy;

Haxe BO BpeMs HIDBI HE CTOMT OTKIIOYATh aHTHBHpYC. IToka Tel Mrpaemms, TBOI
KOMIIBIOTEP MOT'YT 3apasHTh.

»

Now e W

Durunz UM KPAdNca AUYHLIX OGHHBIX

OGbr4HOM Kpakel JeHEr M JOKYMEHTOB CErofHs yKe HHKOTO He YAWBHIIL, HO ¢

PasBUTHEM HHTEPHET-TEXHOJIOTHH 3JIOYMBILUICHHHKH TIEPEMECTHIHCE B MHTCPHET, H
NPOJIOJDKAIOT 3aHUMATBCH «IIOOHMBIMY JICJIOM.

Tak nossunaces HoBas Yrposa: HHTCPHET-MOIICHHHYECTBA HITH Q)HIIIHHT, riilaBHas nenb
KOTOPOro COCTOMT B MOJYYCHHH KOH(I)HIICHLIHMBHLIX JaHHBIX M0JIb30BaTE/Iel — JIOTHHOB M

naponeii. Ha anriuiickom sssike phishing unraercs xak uumur (ot fishing — phiOHas OB,
password -—— napons).

OcuosHgle cosetsl Mo Gopsbe ¢ pumuarom:

1. Cnean 3a comm akkayntom. Ecimm ThI NoA03peBaeiib, 4YTO TBOS aHKeTa ObUIa

B3/IOMaHa, TO Heo0X0AMMO 3abJIOKMpOBAaTH €e W COOBUIUTH aJIMHHUCTPaTOpam
pecypca 00 3ToM Kak MOJKHO cKopee;




2. Hcnomesyit  GezonacHsie BeO-cailTel, B TOM wmcre, HHTCPHET-MAara3uHoB W
MOUCKOBBIX CHCTEM;

3. Hcnonssyit cnoxusie u pasuele naponn. Takum obpasom, ecnu Tebs B3JIOMAIOT, TO
3TOYMBIIVICHHHKH 1101y4aT JOCTYI TOJIBKO K OHOMY TBOEMY NMPOQUIIIO B CeTH, a He
KO BCEM;

4. Ecmm 1ebs Banomaum, TO HEOOXOMMMO MpeAyNpelIHTs BCEX CBOHX 3HAKOMBIX,
xoTopsie 106aBens! y Tebs B Apy3baxX, 0 TOM, 4TO Tebsx B3JIOM&JIH M, BO3MOKHO, OT
TBOEI0 HMEHH OYICT PACCHLIATHLCS CIAM W CCBUIKH Ha (uuHATOBEIe cafThI;

5. VYcranosu HanexHbIi napos (PIN) sa MoGuiIsHBIH Tenedon;

6. Ortkmoun coxpanenue napois B Gpaysepe;

7. He oTkpeiBail daiins u APYTHE BIIOXKCHHS B NHCBMAX AaXe €ClIH OHH NPHULUIH OT
TBOMX npy3eii. JIydine yrounn y uux, OTNPABIISUTH JIH OHM Tebe 3TH daitkr.

Huposan penymayun

Ludposas penyrauus - sro HCTaTHBHAA HIIH 1IO3MTHUBHAS MHPOPMAIHS B ceTH o Tebe.
Komnpomerupyromas MHQOpPMaNus pasMelleHHas B HHTEPHETE MOXET Cephe3HBIM 0Opasom

OTPAa3sHTBCA HA TBOEH peanbHON KHIHH. «lludposas penyraums» - 310 TROl HUMHIDK, KOTOpBIit
tdopmupyercs u3 uHQOpMaLKH o Tebe B HHTEpHeTe,

TBoe mecTo xurenscrea, yueObl, TBOE uHaHCOBOE TIoJI0XKeHHE, 0CODEHHOCTH XapakTepa
H PacCKaskl 0 DIM3KKX — BCE ITO HAKAIUIMBACTCH B COTH.

MHOI'He TIOIPOCTKH JIErKOMBICICHHO OTHOCHTCS K nyOnukaumn MMaHOH uEdOpMaLn B
Hurepuere, He nonmmMas BoamMoKHEX nocaeacrsuii. Thl naxe He cMokKems KorazaTses o TOM,
uT0 (pororpadus, pasmemennas 5 et Hasaj, cTana NpHYMHOMH 0TKA3a NMPHHSATE Tebs Ha paGory.

Kommenrapuu, pasmemenne TBomx hororpadmnit u apyrme neficTaus MOIyT He
HCHESHYIL J@ke TOCae TOro, Kak Tel MX ynanumb. Thi He 3Haellb, KTO COXpaHHNI 3Ty
HH(OPMAITHIO, MONANa JIH OHA B IOHCKOBLIE CHCTEMBI H COXpaHHJIACH JIH OHa, a IJIaBHOE: YTO
nonymaior o Tebe OKpyxaromee oM, KOTOpble HalayT ¥ yBHAAT 310. Halitu HHpOpMaIHio
MHOro JIET cmycTss cMoXeT moGoli — Kak M3 nodpeix noGyxkaenu#t, Taxk u c HamepeHnem
IPHIHHATE BPEA. ITO MOXKET GbITh KTO YrOIHO.

OcHoBHBIE COBETH! 110 3aiUTEe urdpoBoi penyrauuu:

I. INogymaii, npexze yem yto-To nyONnuKOBaTh M Nepenasath y ceGs B Giore HIH B
CONHATBLHOH ceTH;

2. B nacrpoiikax npous YCTAHOBH OTPaHHYEHHS HA [IPOCMOTP TBOETO NPO(HIS ¥ ero
COCPKUMOrO, CACNAM ero TOIBKO LIS Ipy3eiiy;

3. He pasmemaii u He yxasnmaii HH(OPMANMIO, KOTOPas MOKET KOro-u6o OCKOpONATH
HIIH O0MIKaTh.

Aeémopckoe npaso

CoBpemenHblE  KOMLHUKH— AKTHBHLIE 10JIB30BATENH  UM(PPOBOTO TIPOCTPAHCTBA.
Omuako nanexo He pce 3HAIOT, YTO MO/Ib30BAHHE MHOTHMH BO3MOMKHOCTSMH undposoro Mupa
Tpebyer cobmonenns TpaB Ha HHTEICKTYaTbHYIO COOCTBEHHOCT.

Tepmun “HHTCILICKTYaTbHAs COOCTBEHHOCTBY OTHOCHTCH K PA3IHYHBIM TBOPEHHSIM
HCJIOBEYCCKOr0 yMa, HAYHHAN ¢ HOBBIX n3o0peTennii u 3HaKOB, obo3mavalommx cobeTreHHOCTE

H3 IPOAYKTEI M YCIYIM , W 3akaHuusas KHHuramu, dortorpadusmu, KuHODMIBMaMH §
MY3BIK&/IbHBIMH IPOH3BEICHUAMH.



ABTOpCKHE TpaBa — 3T0 npasa Ha HHTCJUICKTYANbHYIO COGCTBEHHOCTD HA NPOH3BENCHUS
HayKH, IHTepaTyphl H HCKYCCTBA. ABTOpPCKHE Npasa BBICTYNIAIOT B Ka4eCTBE FapaHTHH TOrO, YTO
HHTCILICKTyaIbHBIH/ TBOPYECKHH Tpyn aBTOpa He OyJeT HAIPACHEIM, JacT emy CHpaBeUIHBLIE
BO3MOXHOCTH 3apaloTarh Ha pe3yIbTaTax CBOEro TpyHa, NOMYYHTE H3BECTHOCTH H IPH3HAHME,
Huxro Ges paspemenus dBTOPA HE MOXKET BOCNPOU3BOMMTE €0 IPOH3BENCHHE, PacnpoCTpansTs,
NyONHYHO JIeMOHCTPUPOBATH, IpONiaBaTh, HMIOPTHPOBATh, ITYCKATh B IPOKAT, nyomaaHO
HCTIOMHATE, MOKA3BIBATH/UCTIONHATE B Upe Mt pasmewmars B Unrepuere.

Henonszosanne «mparckoroy [IPOrpaMMHOTO 00eCTIeYeHNs MOXKET IPHBECTH K MHOIHM
PHCKaM: OT MOTEPH JaHHBIX K TBOHM aKKayHTaM [0 OnoKupoBKM TBOEro ycrpoiicrsa, rie
YCTAHOB/ICHHBIH He JjeraibHas nporpamma. He CTOMT Taioke 3abkIBaTh, YTO CylnecTByer
fieranbibie 1 GecriaTHEIC IPOrPaMMBl, KOTOPHIE MOKHO HAHTH B CETH.

O nopmane

CereBuuoK.pd) — TBOM rmaBueNf coBerumk B CETH. 37€Ch THI MOXEmb y3HATH O
0e30macHOCTH B CeTH MOHATHEM H AOCTYNHBIM #3BIKOM, @ IIPH BOSHHKHOBEHHH KPHTHYECKOH
CHTyallHH OoOpaTHTBCS 3a COBETOM. A Takke NPHHATE y4aCTHE B KOHKYPCAX H CTATh CAMBIM
LHGPOBEM rpakaHrHOM!







